Cyber Beware Presentation
Dated the 26th September 2024
By Daniel Sykes (CISMP) – Cyber Protect Officer. FIN – 17027
South-East Cyber Crime Unit – Surrey & Sussex Police

Here is a brief resume of the evening’s presentation for your information and digestion.
If you have any questions, please either contact myself or Daniel on Mobile : 07971337166 or email Daniel.Sykes1@surrey.police.uk.
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Description automatically generated]
South East Cyber is a regional Police Cyber Crime Unit consisting of four police forces - Hampshire, Thames Valley, Surrey and Sussex Police. They investigate crime as well as proactively educating communities to become cyber resilient.
As part of their work, they offer free online sessions to individuals and businesses within the community on various topics. These are:
1. Cyber Security for Business.
1. General Online Safety.
1. Online Safety for Parents.
1. Online Safety For Women and Girls.
1. Safeguarding Humanity - Risks of AI and Deepfakes.
Tickets can be booked through Eventbrite by clicking the relevant topic link above.
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Summary
- Use 3 Random Word and unique passwords (You can use a password manager)
- Use Biometrics wherever possible.
- Use backups.
- Don’t trust unknown USBs/cables.
- If it is unsolicited, stop and think Fraud and Phishing.
- Be aware, criminals will emulate trusted sources to trick you.
- If something looks too good to be true, it’s too good to be true.
- Maintain restrictive privacy settings on social media and keep your digital footprint small.
- Keep your devices updated.
- Avoid public Wi-Fi where possible.

- Use anti virus (Windows Defender is free)
- Always avoid HTTP websites— use HTTPS exclusively. ‘
- Never trust a phone number. % \\\§
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- Avoid providing personal or financial information over the phone. ’u
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NEVER ASSUME, ALWAYS VERIFY
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